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Typische loT Anwendung

User application

*Data visualization
«Command and control

Data platform

«Data aggregation
*Data analysis
*Data presenation

Bridge

*Bridge to the Internet
*Local command and control

Wireless connectivity

*Low power
*Low bandwidth

Sensors and actuators

?@ *Hardware components
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*Low power

Schnittstelle
(Gateway)
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Warum WLAN (Wi-Fi1) ?
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.ﬂJ Selbst
Anerkennung
Maslow _
Sozial
Sicherheit

allgegenwartig

Reichweite vs Leistung vs
.\\\ Durchsatz

™ |EEE

Standardkonform

IP-Konnektivitat

Lizenzfreies Spektrum
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(cg)
Cellular (LTE) @

802.11 ac

Stromverbrauch
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loT - Anwendung mit Calypso

MQTT Client

TCP/IP

* TCP/SSL/ITLS
* IPV4/IPV6

PHY and MAC
[ =] - wi-Fi 802.11 big/n, 2.4 GHz
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Sensor

Actuator
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MQTT - MQ Telemetry Transport
Einfaches ,application layer” Protokoll

Publish/Subscribe Mechanismus

Runs on top of TCP/TLS

Geeignet flr niedrige Energieverbrauche & geringen Bandbreitenbedarf
Client

Weit verbreitet fir M2M & 10T Anwendungen
MQTT Client ab Werk in Calypso integriert

Publish(Topic, Data)

Client

Client
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Einfache Hardware-Integration
Schnelle Verbindung zu Netzwerken
“Provisioning” zur Netzwerkeinrichtung

Einfache Software-Integration
Energieeffizient
Sicherheit



AT-BefehIsschnittsteIIe

Vollstandige Kontrolle tiber UART
ASCIl-basierter Befehlssatz

Host uC-Schnittstelle

Terminal mode

Intuitiver Request / Response / Event-
Mechanismus

PC-Tool fiir schnelles Prototyping

"5 AT Command Tool 1.0.1.2

[13:54:12] =>
[13:54:12] <=
[13:54:12] =>
[13:54:12] <=
<= +eventstartup:2610011025000.(:31000079.68:47:45:0c:1f:5d.1.0.1

| [13:543]

~

Open/Close COM Port

Clear Window

WLAM Config MetworkConfig AP/P2P  WLAN Policy Socket creste  Socket Operation  File Operations

al
Mo .of Arguments

Send

‘ Send

UART Test

Reboat

Start/Stop

StopNWP l:l ms

StatNWP
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HTTP DONS  Ping UgerSettings  MQTT

~ Qption | UDID ~ Get

0~ | SetPersistert SetCumrent Time SNTPUpdate Time
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3 AT Command Tool 1.0.1.2

Port COM17 14:31:13]  COM Port opened.
14:31:43] == AT+wlanscan=0,9
Baud 921600 14:31:43] <= ERROR: process command -2073
14:31:44] == AT+wlanscan=0.9
FlowCtl | none » 14:31:44] <= +wlanscan:KDG-44EDB, Oxde: (e 53:0x 7o : 0 9d: Oxde: (e -76.1 wpa2 0.comp psk
14:31:44] <= +wlanscan WLAN-OS (x38:0x 10:0xd5:Oxca: (e 9:(ebd -87. 1. wpa2 0.comp psk
Part 14:31:44] <= +wlanscan be.|P-6457, (0:0xS: (ef:Ob 2:Oxb 1: Oxbb -84, 1, wpa2 0.comp psk
amy [ 1 | [14:31:44] <= +wlanscan: WLAN-LDFPFK, Oxac:Oecf :0x85:0x5b ebe:ecf -80,1.wpa2.0.comp psk
14:31:44] <= +wlanscan:05-GAST, (e3a: (e 10:0ed 5:(xca:(ee5:0x6d -38,1 wpa2, 0,ccmp psk
Open/Close COM Port | | [14:31:44] <= +wlanscan gigacubs-ABBA, 0x o0 76:0x68: kb 0: (b (xba -66 4 wpa2. 0. comp psk
14:31:44] <= +wlanscan we-global (2o Ted 0: 0 2d -0 84 0 31 : (e 0.-60.11 . wpa2.0.comp . 802_1_x
Clear Window 14:31:44] <= +wlanscan :we-guest [ 2o Ond 0:0x2d: O 840 31:0c 5.-59. 11 .0pen, 0 none none
14:31:44] <= +wlanscan:KDG-E7ABD, Cede:0x53: 0 Vo (e ' 7a: (kb 5,806, wpa_wpa2 0 psk
14:31:44] <= 0K

WLAN Scan

Generic  WLAN Corfig  NetworkCorfig  AP/F2P  WLAM Policy Socket create  Socket Operation  File Operations HTTP  DNS  Ping  UserSettings MQTT -
General Configuration WLAN profiles WLAN Scan Start |r"jE:.; ID—EE’}

Mode/Cannection Get STA Set SsID L 1 Security type |open v| satindex@29 0|
Country code Get EL BSSID* I:I Security key® l:l Count {max 30) l:l )
TXpower ST | Ge Secotyrlse” || SeoubBtonle | | Count {max 30)

TX power AP™ Get SecurityExtEapMethod™ | TLS Profile priority |0

Ent. Serverfuth. {1 = Disable) z = e = = Provisioning
onne izconne

** TX power [0...15] : 0 = Max Profile Index I:I Get Delete

“optional, %optional in some modes, “ignored if security is not WPA_ENT
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Verbinden Sie das Gerat in ein vorhandenes
WLAN-Netzwerk

Vor Ort Geréatekonfiguration . S—

‘Access Point’ Modus ‘ el \ SSID : MY_Coffee_shop

Host-triggered (Pin/Command vom Host)
Web-interface — Plattformunabhangig

Welcome to your an-moduie web chent!
Here you can configure Ine Module of S1ar e over-Ine-air fmware updale
process.

Settings

HELP
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* Secure Boot
« Secure Dateisystem

* WI-Fi Sicherheit - WPAZ2...

e Secure Socket (SSL, TLS)

« Hardwarebeschleunigte Verschllsselung
« Manipulationserkennung

Eine gute Basis flr eine sichere Endanwendung !!!




loT Demo mit dem
Calypso EV-Board

© 6O 0 60 6

Calypso EV-Board simuliert Sensordaten
Eclipse Mosquitto Broker auf Raspberry Pi
MQTT Client auf Calypso

AT Befehls-Tool auf PC

MQTT Client Anwendung auf Smartphone

(@‘r’ﬁ)
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Calypso Merkmale

¢ |EEE 802.11 b/g/n
¢ Wi-Fi Modi
» Wi-Fi station
« Wi-Fi Direct®
¢ TCP/IP mit IPv4 und IPv6 Unterstltzung
¢ Erweiterte Sicherheitsfunktionen
¢ ‘On-board provisioning’
¢ AT Befehlssatz
¢ UART Baudrate — 921600 bps

CERTIFIED

App
+ DHCP, SNTP, Ping
* MQTT, HTTP(s)

Transport

N & - TCP/UDP
? ) { -ssLTLS
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« |[EEE 802.11b— 1/2 Mbps (DSSS) + 5.5/11 Mbps (CCK)
« IEEE 802.11g — 6-54 Mbps (OFDM)
"« |IEEE 802.11n — MCS0-MCS7 (20 MHz BW, 1 spatial stream)
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- Vielen Dank fir Ihre ::
Aufmerksamkeit ‘
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Gerne beantworten wir jetzt weitere Fragen mit Hilfe
~ des Webinartools.

Bitte stellen Sie lhre Fragen!




