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INFORMATION ABOUT THE WEBINAR

You are muted during the webinar.
However, you can ask us questions using the chat function.

Duration of the presentation 30 Min
Q&A: 10 — 15 Min

Any questions?
No problem! Email us digital-we-days@we-online.com

Please help us to optimize our webinars!
We are looking forward to your feedback.

On our channel Wurth Elektronik Group
And on Digital WE Days 2023 YouTube Playlist
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https://www.youtube.com/playlist?list=PLZJdRX1BvL0zb7pTrVCQrXDdeNECNvwv7

WORDING

Declaration

European Declaration of Conformity (CE)
UK Declaration of Conformity (UKCA)

Qualification
Bluetooth Qualification
(Bluetooth Qualified Expert needed)

Environmental testing

Certification
FCC, IC, ARIB
Wi-Fi

Listing
Bluetooth
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= Radio Conformity
= EU&UK
= US & Canada
= Japan & China
= Module Integration
= Build your own firmware

= Radio Protocol Specific Requirements
= Bluetooth
= Wi-Fi
= Cellular

5 DIGITAL WE DAYS
OCTOBER 18, 2023




WHY REGULATING THE
RADIO?

Regulation is needed because

»radio spectrum is a limited resource
»its use is strongly growing

Or with the words of the Radio Equipment Directive Article 3 § 2:

Radio equipment shall be so constructed that it both effectively uses and supports the efficient use of radio spectrum in order to

avoid harmful interference.
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NATIONAL IMPLEMENTATION

= Radio Directive (RED)
= |mplementation in national laws in Germany
» for example the Funkanlagen Gesetz (FUAG) which corresponds 1:1 to the directive

= Bundesnetzagentur, Frequency Plan
» WEBLINK

= Bundesnetzagentur, general assignment
» WEBLINK



https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Frequenzen/20210114_Frequenzplan.pdf?__blob=publicationFile&v=3
https://www.bundesnetzagentur.de/DE/Fachthemen/Telekommunikation/Frequenzen/Allgemeinzuteilungen/start.html

ARTICLE 3 OF THE RED

1. Radio equipment shall be constructed so as to ensure:

(a) the protection of health and safety of persons and of domestic animals and the protection of property, including the
objectives with respect to safety requirements set out in Directive 2014/35/EU, but with no voltage limit applying;

(b) an adequate level of electromagnetic compatibility as set out in Directive 2014/30/EU.

2. Radio equipment shall be so constructed that it both effectively uses and supports the efficient use of radio spectrum in
order to avoid harmful interference.
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ARTICLE 3 OF THE RED
Cyber Security

3. Radio equipment within certain categories or classes shall be so constructed that it complies with the following essential
requirements:

(a) radio equipment interworks with accessories, in particular with common chargers;

(b) radio equipment interworks via networks with other radio equipment; 22.5.2014 L 153/72 Official Journal of the European
Union EN

(c) radio equipment can be connected to interfaces of the appropriate type throughout the Union;

(d) radio equipment does not harm the network or its functioning nor misuse network resources, thereby causing an
unacceptable degradation of service;

(e) radio equipment incorporates safeguards to ensure that the personal data and privacy of the user and of the subscriber are
protected;

(f) radio equipment supports certain features ensuring protection from fraud;

g) radio equipment supports certain features ensuring access to emergency services;

(h) radio equipment supports certain features in order to facilitate its use by users with a disability;

(i) radio equipment supports certain features in order to ensure that software can only be loaded into the radio equipment
where the compliance of the combination of the radio equipment and software has been demonstrated.
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DIRECTIVES AND STANDARDS

Directives: 2014/30/EVU 2014/53/EU 2014/35/EU
\,
Article 3 1. (b) 2. 1. (a) 1. (a) 3. (d) (&) (f)
Radio spectrum
of RED EMC requirements Safetey Health Cyber Security
—_——
(harmonized) EMN 300 328 EN 303 645
Standards ERLLL 2.4GHz wideband EhlGaac ERLGa4S Consumer
N L L o " L
EMN 300 220 (EN 60950)
Sub GHz old EN 62311 EN 000 00
L . . k_

EMN 300 440
1GHz - 40GHz
\ Standards under
construction. Stable draft
planed for 22.12.23, dead
line applying it 1.8.25
EMN 301 908
cellular
.
EN 303 413
GNSS




R&TTE TO RED = OLD HAT ?

The RED was published in the OJEU on 22 May 2014, entered into force on 11 June 2014 and is applicable as of 13 June
2016. It included a one-year transitional period, which ended on 12 June 2017 (Article 48).

Just in time the radio standards (Article 3 § 2) had been harmonized.

For EMC, article 3 § 1(b) the publication of the standards (301 489-x) in the official journal is still pending.

[ Wokfem [  ComontStmms Approval End OJ Publicaton

REN/ERM-EMC-368 2019-11-20

EN 301 489-1 Publication 2[]19-119-19 20191118 201911138

. ]
EN 301 4891 Publication 20161123 201701-23 201701-23 2017-02-06
REN/EEM-EMC_333 2017-02-08

S Title

r
.

J

EN 301 4891 Citation in the 0.

S Title

ssential requirements of article 6 of Directive 2014/30/EU

. J
L . 1
EN U1 4631 2011-08-16 2011-09-15 2012-10-23
REM/ERM-EMC-268-1 2012-10-23

L Title

harmonized standards Work Item Plan
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https://ec.europa.eu/docsroom/documents/40881
https://portal.etsi.org/webapp/WorkProgram/WorkItemPlan.asp?qSORT=HIGHVERSION&qETSI_ALL=&SearchPage=TRUE&qETSI_STANDARD_TYPE=%27EN%27&qINCLUDE_SUB_TB=True&qINCLUDE_MOVED_ON=&qSTOP_FLG=&qKEYWORD_BOOLEAN=&qCLUSTER_BOOLEAN=&qFREQUENCIES_BOOLEAN=&qSTOPPING_OUTDATED=&includeNonActiveTB=&includeSubProjectCode=&qREPORT_TYPE=
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HARMONIZED STANDARD

[
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=
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Harmonised Standards

A harmonised standard is a European standard developed by a recognised European
Standards Organisation: CEN, CENELEC, or ETSI. It is created following a request from the
European Commission to one of these organisations. Manufacturers, other economic
operators, or conformity assessment bodies can use harmonised standards to demonstrate
that products, services, or processes comply with relevant EU legislation.

The references of harmonised standards must be published in the Official Journal of the European
Union (OJEU). The purpose of this website is to provide access to the latest lists of references
of harmonised standards and other European standards published in the OJEU.


https://single-market-economy.ec.europa.eu/single-market/european-standards/harmonised-standards_en

ADVANTAGES OF A CE CONFORM MODULE WITH TEST REPORT
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L. Test result summary

If partial testing was performed, this shall be indicated in the relevant column (IW.£%) of the tables below.
1.1 Transmitter

L

L

Clause Transmitter parameters Test result Page number
8.1 (Operating Frequency Pasz | a2 |25 10
821 Effzctive Radiated Power (conducted meanrement) | Pass | Bl |2 17-18
822 Effective Radiated Power (radiated measurement) Pazz | Fasd | 2" 19
33 MMaximum Effective Fadiated Power spectral density | Bewe | Fesd | N7 20
24 Duty Cvele Bows | Faid | N.tM i
85 Dty Cvele Templata Bae | Esdl [N b4
2.6 (Oceupied Bandwidth Pazs | Eail | f® 23-27
8.7 T=x Oz OF Band Emussions Pazz | Fasd | 3 28-29
BE Unwantad Enmssion in the Spurieus Domam Pazs | Fadd | 3" 0-43
89 Transient Powear Pass | Esd |28 44-48
B.10 Adjacent Power Bass | Eml | Nt 48 -50
B.11 T2 behaviour under Low Voltage Conditions Fans | Fadt [ N 5l
B.12 Adaptive Powsr Confrel B | Emid (N1 52
2 Receiver
Clause EReceiver parameters Test result Page number
9.1 F sensitivity level TDpes | Fmid  [No" 53
9.5 Blocking FPass | &esd [S5e® 54 -56
3 Spectrum access
Clause Spectrum access technigues Test result Page number
10.1 (Clear Channel Asseszment thrasheld Bass | Emd (N2 57
10.2 Polite spectiian access timing parameters Baee | Em [N 58
10.3 (Adaptive Fraquency Agility Fase | Fail [N 59

AN B B N N NN

.

WE



DUTY CYCLE

The Sub GHz Bands in EU are limited in Duty Cycle

Table B.1: EU wide harmonised national radio interfaces from 25 MHz to 1 000 MHz

Maximum effective Channel ace ':;:d Maximum ot Band number
Operational Frequency Band radiated power, t:nl:mltlnn e o occupied rmﬂm from EC Decision
erp. -GLBTD“‘} :ﬁl bandwidth ctions | 2017/1483EU [2]
= 1,0%
[ :g‘ﬁ'm:“ il e p. mmm 50 kiHz a7e
duty cycle limitis 10 %
68,4000 MHZ 10
E 1654875 iz 16 miw 50,1 % duty The whole band T
Eguipment that
< 0,001 % duly cycle
168,4675 MHE 1o Bushisin 0).(5) ard gy
F o |ieg 5075 Mtie 10 miw 06,00 Iocal time & duly [The whale band m":‘?‘ 300
limit of 3,1 % -
may be Lsed Ew;‘.'_!
MHz 1o 16 i 50,1 % The whaie hand
10 E125 MHz 1 % duty oyole 40
[4%3,050 MHz 1o
g 790 16 miv 10 % The whiobe hand 44h, 45
T erp.
13 dBm/10 kHz
power spectral Audio and video
O o' density for No requirement The whole band  |spplications are 44a, 458
% S anAIAR, e
modulation larges
than 250 kHz
‘Audio and video
J :g::g;gﬁ"’ 10 mw No requirement 25 kiz spplications are 45c
The whote band
except for audio
5 0,1% du or |&
K |B63 MHZ to 865 MHz 25 MW e.rp. ot ekl ol 46a
limited 1o
200 kiz
L MHz to 868 MHz 25 mW arp. ;:.::“’W“‘“ The whole band a7
M ek g 25 Wl e.r.p. A duly OYcle O s [T Whole band 48
N Mﬁb o8 oW arp $0.1%duty cycleor |The whole =
o 650 MHz P are: ke specinen cosss [T Whle band S
P .700 MHZ to 5 mW er No The whole band e 56a
70,000 MHz P roquiromen applications are
Analogue audio
700 MHz 10 1 % duty cycle e
S or
Q 70,000 MHz 25 mW e.r.p. pofite spectrum access The whole band Analogue video 56b




COMBINED EQUIPMENT

Equipment consisting of two or more products where at least one of which is radio communication or radio determination equipment (i.e. radio equipment as defined in the RED [i.1])

= ETSIEG 203 367: Guide to the application of harmonized standards covering articles 3.1b and 3.2 of the Directive
2014/53/EU (RED) to multi-radio and combined radio and non-radio equipment

= The manufacturer of the combined equipment is responsible to ensure the conformity of the equipment against the RED
[i.1].

= |f the manufacturer of the combined equipment installs the radio product in a host non-radio product in equivalent
assessment conditions (i.e. host equivalent to the one used for the assessment of the radio product) and according to the
installation instructions for the radio product, then no additional assessment of the combined equipment against article
3.2 of the RED [i.1] is required.

Prod - = =
“'A"“ Product C _-\q_.\:':;:'l
o = | Non-Radio Product
b (NRP) RED CAP (for the RP)
EMC DIRECTIVE CAP
Figure 1: Concept of combined equipment (Product C) [fﬂr I.hE' HRP] ETS' EG 2{]3 35?
ProductC Product C RP A (for the combination)
Product A (see nole)

Figure 2: Example configurations of combined equipment (Product C)

DIGITAL WE DAYS
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https://www.etsi.org/deliver/etsi_eg/203300_203399/203367/01.01.01_60/eg_203367v010101p.pdf

WHAT HAS THE MANUFACTURER OF THE END DEVICE TO DO FOR CE

16 |

« The CE is a self declaration. The manufacturers of the end products has the sole responsibility, that
the end product conforms to all applicable requirements.

 Itis an option to do no testing on end device, referencing the Wurths eiSos test report and

referencing ETSI EG 203 367 equivalent assessment conditions.

« But after our experience the integration has impact on the radio characteristic.

 For this reason my personal recommendation is to do the so called delta or spot check, to verify that

radiated emissions are not enlarged due to the design in, especially if high quantities are planed.
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FIRMWARE INFLUENCE

Using the example of our radio modules from Wurth Elektronik

FW individualization or Customization Build your own FW

If radio settings remain unaffected: = The manufacturer of a radio module (Wrth Elektronik)
= CE conformity is given. has no control of conformity, the customer is fully
= Waurth Elektronik set up internally documentation for responsible.

our radio modules, declaring, that radio is identical to = Waurth Elektronik can put CE sign on label, on customers

conformity assessment. instruction, with customers IDs, to avoid being called to
= We recommend delta measurement after module account for conformity.

integration. = Warth Elektronik is not appearing as responsible

manufacturer.

= |n case of known protocols like Bluetooth Low Energy
using Nordic stacks, where tests are performed with the
same DTM direct test mode firmware, customer can do
internal documentation and set up declaration of
conformity.

DIGITAL WE DAYS
17 | OCTOBER 18, 2023



BREXIT

= After shifting the dead line till when CE marking would be accepted several times, UK government announced to extend
recognition of the CE marking for placing most goods on the market in Great Britain indefinitely. Radio products are within the
scope of this announcement.

= Directives are adopted in the first step:

= 2014/53/EU Radio Equipment Directive -> 2017 No. 1206 TELECOMMUNICATIONS The Radio Equipment Regulations 2017
(S.1./2017/1206)

= 2014/35/EU Low Voltage Directive -> 2016 No. 1101 The Electrical Equipment (Safety) Regulations 2016 (S.1./2016/1101)
= 2014/30/EU Electromagnetic Compatibility -> 2016 No. 1091 The Electromagnetic Compatibility Regulations 2016
(5.1./2016/1091)

= EU standards become designated standards. l ' K

DIGITAL WE DAYS
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WORLD WIDE CERTIFICATION

CE FCC
RED
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. (Japan Ama) u t.o al

RED
FCC

FCC
National
(Kanada ISED)

RED
FCC
National



FCC

FCC Title 47 Chapter | A Part 15 C Intentional Radiators

= §15.203 Antenna requirement.

= §15.212 Modular transmitters.

= §15.209 Radiated emission limits; general requirements.

= §15.247 Operation within the bands
902-928 MHz,
2400-2483.5 MHz
5725-5850 MHz.

= §15.249 Operation within the bands
902-928 MHz,
2400-2483.5 MHz,
5725-5875 MHZ, and
24.0-24.25 GHz.
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https://www.ecfr.gov/cgi-bin/retrieveECFR?gp=&SID=3d6923ca89c4200d84d0190f3136fad4&mc=true&n=sp47.1.15.c&r=SUBPART&ty=HTML

BUILD YOUR OWN FIRMWARE

Using the example of our radio modules from Wurth Elektronik, WE has no control of conformity

= Manufacturer of the end device takes FCC
certified module and flashes his own
firmware.

= Manufacturer of the end device is
informed by user manual about §15.21,

Change in ID §2.933 .
Customer get's own FCC ID referencing

his own trade mark etc. authorized by

the manufacturer of the end device .

that changes could void the FCC
authorization to operate the module.
= Manufacturer of the end device is fully
responsible.
=/"In case of known protocols like Bluetooth™\
Low Energy using Nordic stacks, where
tests are performed with the same DTM
direct test mode firmware, the
manufacturer of the end device can do

permissive change class | with internal

wocumentation. /
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Wirth Elekronik is flashing customers
firmware on modules labeled with
customer IDs.

Customer is fully responsible.

Waurth Elektornik is not appearing as
manufacturer,

If the manufacturer of the end
device want to avoid change in
ID using Wurth Elektronik FCC ID
with their own firmware leads to
an unclean situation of
responsibility.



TELEC
TELEC = certificate, ARIB = standard, MIC = authority

= Testing through a Japan certified test lab.

= Antenna characteristic required.

= ATELEC certified radio module can be designed in and sold/used in Japan, without re-test/re-certification under the
condition that the antenna did not change..

= |n case an other antenna is used, the new antenna has to be added to the certification.

= Frequencies: 2.4 GHz (ARIB STD-T66),

= 920 MHz (STD-T106, STD-T107, STD-T108)
= Limited to 20mW
= (Channel assignment restricted

= Transmission time restrictions

2 2 DIGITAL WE DAYS
OCTOBER 18, 2023



CHINA
SRRC = Radio Conformity Certification, CCC = Safety Certification (not applicable for radio modules)

= Chinais continuously changing its requirements (ask three laboratories getting three opinions).
= Modular approval has restrictions on application
= (ertificate is limited to 5 years
= (Cost through German test lab around 10.500 €
= Frequencies:
= 2.4 GHz, Bluetooth, cordless phone, remote control
= 433 MHz remote control

= 868 MHz 5 mW remote control
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BLUETOOTH QUALIFICATION OVERVIEW

Qualification process with

Required Testing

1. Project Basics
2. Layer Selection
3. 1CS Selection

4. Testing ca. 8.500 €
5. Test Documentation Test+BQC

6. Product Declaration

7. Declaration ID 9.600 US%

8. Review & Submit

Membership

Adopter: $0

Associate < $100M USD revenue: $9,000
Associate > $100M USD revenue: $42,000
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No Required Testing

-

1. Project Basics

2. Product Declaration
3. Declaration ID
4. Review & Submit

End Product

Q. Controller Subsystem

Q. Host Subsystem

Q. Component

Q. Component

Bluetooth Qualification

Qualification Consultants

Q. Component

WE Bluetooth Listing Guide

Q. Profile Subsystem

N >/
@ B\
Q. < 3Y Component
Q. < 3Y Component
Q. < 3Y Component
& ~/



https://www.bluetooth.com/develop-with-bluetooth/qualification-listing/
https://www.bluetooth.com/develop-with-bluetooth/qualification-listing/qualification-consultants
https://www.we-online.com/components/media/o662703v410%20ANR027_Bluetooth_Listing_Guide.pdf

FAQ: IS IT POSSIBLE TO AVOID A LISTING BY USING A BLUETOOTH DONGLE?

= Using an existing Bluetooth Integrating the dongle in an end
Design, with existing Listing, device the principle remains the -
QDID etc., and selling it as same: MACHINE I
distributor/reseller is possible = |f the original brand is obviously
without additional Listing, as recognizable, no listing would be
long as it is not rebranded. needed,

= Using an existing Bluetooth = Dbutintegrating in inside the end
Design, with existing Listing, device in a way that the original
QDID etc., but selling it under a brand and listing is no longer |0T-WASHINE
different company name recognizable, it is no longer HACE
generates the need of a new possible to refer to the
Listing. distributor/reseller status and a

new Listing would be needed.

Listings Search search for Wurth, as 0" is not possible
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https://launchstudio.bluetooth.com/Listings/Search?_ga=2.184801578.2011977197.1517817974-1014710062.1517817974

FAQ: WHAT CAN BE COLLECTED IN ONE BLUETOOTH FAMILY LISTING?

. Same, unmodified Qualified

Design(s) (QDID) (same BT HW m ‘

& SW)

«  Same manufacturer / company |OT-WASHI
(listing holder) MACHINE

. Bluetooth specification version

has not been withdrawn

adding a product

DIGITAL WE DAYS
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https://support.bluetooth.com/hc/en-us/articles/360049018012

WI-FI® CERTIFICATION

= Wi-Fi® Certification is needed to use the trade mark and the name.

ot

= The company must be a member of the Wi-Fi Alliance (5,150 US$/year) @
= https://www.wi-fi.org/membership/member-companies ~
K

= (Certification fee of 4,000 US$
= When the system is based on a certified product the certification can be transferred using the WFA Certificate ID provided

that the certificate uses the most current specification (new derivative product certification).

» End products based on the certified Wurth Elekronik WiFi module “Calypso” can not be certified, as it is not based on the
current specification and Texas Instruments is not working on an update.

= https://www.wi-fi.org/product-finder -> search for Calypso
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https://www.wi-fi.org/product-finder

CELLULAR CERTIFICATION
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Regulatory Certification: Country specific to comply
with country’s regulations. Testing covers safety
aspects, RF emissions do not interfere with other
wireless equipment's (e.g. RF transmitter and receiver
tests, EMC, electrical safety and environmental).
Industry Certification: The Global Certification Forum
(GCF) is a certification organization in which
manufacturers, operators and test laboratories deal
with the compliance of devices in mobile networks with
3GPP standards and specifications.

Mobile operator specific certification: Testing specific
to their network configuration and network parameter
settings. This testing is focusing on field performance of
the devices, such as radio sensitivity, data throughput.
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Mobile operator Regulatory

specific

Certification
certification

Vodafone
T-Mobile

Industry Certification
GCF, PTCRB
+

Automotive, Medical




CELLULAR CERTIFICATION
Example: Wurth Elektronik Adrastea-|

= WE - Deutsche Telekom = Standard certification procedure
Certification: = Flexible
= Fast
» (Cost efficient 0

Mobile operator Regulatory

specific Certification

certification

Vodafone
T-Mobile

Device Device reqd uires

(Customer)

(Customer)

Industry Certification
GCF, PTCRB
+
Module Manufacturer

Automotive, Medical

Module Manufacturer 9

http://iotcreators.com/wuerth/

DIGITAL WE DAYS
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http://iotcreators.com/wuerth/
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ABBREVIATIONS

FCC: Federal Communications Commission

ETSI: European Telecommunication Standardization Institute

TCB: Telecommunication Certification Bodies.

BQC: Bluetooth Qualified Consultant (formerly BQE: Bluetooth Qualified Expert)
QDID: Qualified Design Identification Number (Bluetooth)

DOC: Declaration of Conformity (sometimes SDOC: Self declaration of Conformity)
ISED: Innovation, Science and Economic Development Canada

IC: Industry Canada

ARIB: Association of Radio Industries and Businesses (Japan, Standards)

MIC: Minister of Internal Affairs and Communications (Japan, authority)

SRRC: State Radio Regulatory Commission (China)

CCC: China Compulsory Certification

ITU: International Telecommunication Union

EMC: Electromagnetic Compatibility

RSE: Radiated Spurious Emissions
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Questions . CZ)

& Answers

We are here for you now!
Ask us directly via our chat or via E-Mail.

digital-we-days@we-online.com
wcs@we-online.com



