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What i1s loT ?
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loT is connecting any “thing” to the “Internet”

. . and further “things”.
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User application

*Data visualization
«Command and control

Data platform

«Data aggregation
*Data analysis
*Data presenation

Bridge

*Bridge to the Internet
*Local command and control _

Wireless connectivity

*Low power
*Low bandwidth

Sensors and actuators

*Hardware components
*Low power
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Standard compliant

All pervading

IP Connectivity

Range vs Power vs
.\\\\ Throughput fﬁ.

Unlicensed spectrum




Wi-Fi for 10T? W=

WURTH ELEKTRONIK

()
Cellular (LTE) @

802.11 ac

Current
consumption

Throughpui



loT application design using Calypso We—-

MQTT Client

TCP/IP
I—I—I - TCP/SSLITLS
- IPV4/IPV6 W= |

Sensor

!
PHY and MAC
| « Wi-Fi 802.11 blg/n, 2.4 GH
| = - Wi-Fi g/n z Actuator




="

WURTH ELEKTRONIK

MQTT - MQ Telemetry Transport
Lightweight application layer protocol
Publish/Subscribe mechanism

Runs on top of TCP/TLS

Suitable for low-power, low-bandwidth applications
Used extensively in M2M, IoT applications client
Calypso implements MQTT client

Publish(Topic, Data)

Client

Client
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Easy hardware integration
Connection to existing network
Provisioning into the network

Easy software integration
Low-power consumption

Security
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"5 AT Command Tool 1.0.1.2

Complete control over UART

[13:54:12] => AT+te
[13:5417] <=
[13:54:17] =
[13:5412] <=

AS C I I based ‘ H uman read a b | e” comman d S Zi n:ne ] | [13:52:13] <= +evertstartup:2670011 025000, 031000018 £5:47:49:0c:1#:94.1.0.1

~

Normal command mode — pC interface e O

Terminal mode — Unix styled console
Intuitive request/response/event mechanism

P C to O I fO r q u i C k p rototy p i n g WLAN Corfig  MetworkConfig AP/P2P  WLAN Policy Sockst creste Socket Operation  File Operations  HTTP DMNS  Ping  UserSettings MQTT
" lanual Start/Stop
‘ Mo .of Arguments

Send StopNWP l:lms Option | UDID ~ Get

‘ Send StartNWFP ersiste: SetCurent Time SNTPLUpdateTime

UART Test Reboot Sleep




AT Command Tool W=
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3 AT Command Tool 1.0.1.2

Port COM17 14:31:13]  COM Port opened.
14:31:43] == AT+wlanscan=0,9
Baud 921600 14:31:43] <= ERROR: process command -2073
14:31:44] == AT+wlanscan=0.9
FlowCtl | none » 14:31:44] <= +wlanscan:KDG-44EDB, Oxde: (e 53:0x 7o : 0 9d: Oxde: (e -76.1 wpa2 0.comp psk
14:31:44] <= +wlanscan WLAN-OS (x38:0x 10:0xd5:Oxca: (e 9:(ebd -87. 1. wpa2 0.comp psk
Part 14:31:44] <= +wlanscan be.|P-6457, (0:0xS: (ef:Ob 2:Oxb 1: Oxbb -84, 1, wpa2 0.comp psk
amy [ 1 | [14:31:44] <= +wlanscan: WLAN-LDFPFK, Oxac:Oecf :0x85:0x5b ebe:ecf -80,1.wpa2.0.comp psk
14:31:44] <= +wlanscan:05-GAST, (e3a: (e 10:0ed 5:(xca:(ee5:0x6d -38,1 wpa2, 0,ccmp psk
Open/Close COM Port | | [14:31:44] <= +wlanscan gigacubs-ABBA, 0x o0 76:0x68: kb 0: (b (xba -66 4 wpa2. 0. comp psk
14:31:44] <= +wlanscan we-global (2o Ted 0: 0 2d -0 84 0 31 : (e 0.-60.11 . wpa2.0.comp . 802_1_x
Clear Window 14:31:44] <= +wlanscan :we-guest [ 2o Ond 0:0x2d: O 840 31:0c 5.-59. 11 .0pen, 0 none none
14:31:44] <= +wlanscan:KDG-E7ABD, Cede:0x53: 0 Vo (e ' 7a: (kb 5,806, wpa_wpa2 0 psk
14:31:44] <= 0K

WLAN Scan

Generic  WLAN Corfig  NetworkCorfig  AP/F2P  WLAM Policy Socket create  Socket Operation  File Operations HTTP  DNS  Ping  UserSettings MQTT -
General Configuration WLAN profiles WLAN Scan Start |r"jE:.; ID—EE’}

Mode/Cannection Get STA Set SsID L 1 Security type |open v| satindex@29 0|
Country code Get EL BSSID* I:I Security key® l:l Count {max 30) l:l )
TXpower ST | Ge Secotyrlse” || SeoubBtonle | | Count {max 30)

TX power AP™ Get SecurityExtEapMethod™ | TLS Profile priority |0

Ent. Serverfuth. {1 = Disable) z = e = = Provisioning
onne izconne

** TX power [0...15] : 0 = Max Profile Index I:I Get Delete

“optional, %optional in some modes, “ignored if security is not WPA_ENT
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Bring the device into an existing Wi-Fi network

In field device configuration

Access Point mode
Host triggered (pin/command from host)
Web-interface — Platform independent

\ SSID : MY_Coffee_shop

Welcome to your an-moduie web chent!
Here you can configure Ine Module of S1ar e over-Ine-air fmware updale
ess.

Settings

HELP




Security with Calypso WE=:
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Secure boot
Secure storage

Wi-Fi security - WPAZ2...

Secure socket

Hardware accelerated crypto engine
Software tamper detection

A good basis for secure end application !!!




loT demo using Calypso

© O 0 60 ©

(&)

mosamﬂo

Calypso EV board simulates sensor data
Eclipse Mosquitto broker on Raspberry Pi
MQTT client on Calypso

AT command tool on PC

MQTT client application on smartphone

WE=:
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Calypso Features

¢ |EEE 802.11 b/g/n
¢ Wi-Fi modes
¢ Wi-Fi station
¢ Wi-Fi Direct®
¢ TCP/IP with IPv4 and IPv6
¢ Advanced security features
¢ On-board provisioning
¢ AT command interface
¢ UART Baud rate — 921600 bps

CERTIFIED

App
+ DHCP, SNTP, Ping
* MQTT, HTTP(s)

Transport

N & - TCP/UDP
? ) { -ssLTLS

WE=-
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« |[EEE 802.11b— 1/2 Mbps (DSSS) + 5.5/11 Mbps (CCK)
« IEEE 802.11g — 6-54 Mbps (OFDM)
"« |IEEE 802.11n — MCS0-MCS7 (20 MHz BW, 1 spatial stream)
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) Thank you for your | N
attention




And now we will stand by
to answer your questions via the webinar tool.

Don’t hesitate to ask! ‘




