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How to really comply with the EMC 
Directive: from rules-based over 
risk-based to EM resilience
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Let’s agree on some terminology 
before we really start
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Electromagnetic environment = 
totality of electromagnetic phenomena 

existing at a given location 
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Electromagnetic disturbance = 
electromagnetic phenomenon that can 
degrade the performance of a device, 

equipment or system, or adversely 
affect living or inert matter
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Electromagnetic interference = 
degradation in the performance of 

equipment or transmission channel or 
a system caused by an 

electromagnetic disturbance 
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Cause

Effect

“The reason why something happens”

“What happens because of the cause”

EM Disturbance

EM Interference
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Rules-based EMC approach?
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The “Rules-Based” approach actually relates to
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CE Marking? 

• CE marking is a process that applies to a wide variety of products 
and one which manufacturers located in the EU or importers of 
goods into the EU must complete

• "CE" originated as an abbreviation of “Conformité Européenne”
• The CE mark is affixed to the product as the final stage of this 

process and is effectively a statement from the manufacturer (or 
importer) that the process has been successfully completed and 
that the product meets the essential requirements of all relevant EU 
regulations

• The CE marking is a symbol of free marketability in the EEA
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• What is new and global approach in Europe? 
• “New”: full responsibility by the manufacturer or legal representative
• “Global”: recognised by all countries from EEA (European Economic Area)

• How to prove conformity with European “rules”:
• Self-declaration

• Technical documentation (incl. manual)
• Declaration of Conformity (DoC)
• CE marking

Global and New Approach
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• It all starts from Directives or Regulations
• Have the legal status of a law at European level and are approved by the 

European Parliament
• A Directive to be transposed in a national law, a Regulation immediately 

applies from EU level 
• Typical examples we are dealing with:

• Medical Device Directive (93/42/EEC) / Medical Device Regulation (2017/745)
• EMC Directive (2014/30/EU)
• Radio Equipment Directive (2014/53/EU)
• Low Voltage Directive (2014/35/EU)
• Product Liability Directive (1999/34/EC)

• Only describe essential requirements that have to be complied with

Directives and Regulations
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EMC Directive 2014/30/EU
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Essential Requirements in the EMC Directive…

!! No test methods, levels or limits in the EMC Directive!!
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• What is a standard?
• Describes limits and/or measurement methods

• What is a harmonised standard?
• They have the technical requirements to comply with the essential 

requirements of the directive
• Published in the OJEU
• To be transposed into National set of standards
• Give presumption of conformity 

• but what does this actually mean?

And what about standards?
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Some Well-Known EMC Standards
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So for many EMC is 
this…
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(Harmonized) standards And a lot of testing…
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Does the rules-based approach 
solve all issues in practice?
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Dream vs Reality
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Medical Devices Failures due to EMI
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Risk-based EMC approach?
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EMC Directive and Risk?
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EMC Directive and Risk?
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EMC Directive and Risk?
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Are harmonized standards sufficient?
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Are harmonized standards sufficient?
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So, we need a risk-based EMC approach!
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Risk-Based Approach

• Follows a thorough systems-engineering approach
• Assessment of: 

• the expected actual EM environment
• immunity and emission characteristics of equipment 

• Then: Implement necessary measures (incl. non-technical)
• Some parts/equipment will be hardened more, some others less 

compared to the “rule-based EMC-approach”
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Risk-Based Approach

• EMC Management (what, when, 
who) 

• EMC Control (risk management)
• EMC Implementation (how)
• EMC Verification (check) 

38

Risk-Based Approach
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No!!! 

This is the ‘EMC engineering’ approach, as 
written several decades ago in MIL-HDBK 237, 

VG95370, DEF-STAN 59-411 etc. 

Is this new?
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Does the risk-based approach solve 
all issues in practice?
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Risk-based approach

• Follows a thorough systems-engineering approach
• Assessment of: 

• the expected actual EM environment
• immunity and emission characteristics of equipment 

• Then: implement necessary measures (incl. non-technical)
• Some parts/equipment will be hardened more, some others less 

compared to the “rule-based EMC-approach”

This is the “weak” point
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• As Niels Bohr once said: “Prediction is very difficult, especially if it’s 
about the future”

• We simply do not know what new technologies will be introduced 
within the next decade

• All we do know is that they will generate multitude forms of EMI, 
both radiated and conducted, quasi-continuous as well as transient

An Uncertain Future…
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The exploding testplan…
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Electromagnetic resilience?

45



07/06/2024

23

IEEE 1848
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–Erik Hollnagel, author of the book “Resilience Engineering”

“A system is resilient if it can adjust its functioning 
prior to, during, or following events (changes, 
disturbances, and opportunities), and thereby 

sustain required operations under both expected 
and unexpected conditions.” 
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IEEE 1848’s EM Resilience Approach
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• Application of Risk-Based EMC ensures (in a cost-effective way) that most EM 
disturbances don’t cause actual EMI

• But extreme, unusual, unforeseen EM disturbances and/or degradations in EM 
mitigations mean that EMI can still occur during the full lifetime

• EM Resilience means additional techniques & measures to:

• Detect EMI-induced errors, malfunctions, or faults in signals, data, control,…

• Correct these errors so that operation continues safely-enough, perhaps with 
some functional degradation 

• Or switch the system into a safe / minimum risk state

Think of EM Resilience like this
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EM ResilienceRisk-Based EMC

So for me…
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Example: Diverse Redundancy

• A commonly used technique in a safety-related system is hardware 
redundancy

• This means using different parallel channels to send the same data or perform 
the same operation

• At the end, a majority voter will decide on the final outcome
• However, EMI will likely affect all redundant channels in the same way and, 

hence, the majority voter will make the “wrong” decision
• So, we need electromagnetically diverse redundant systems…
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Summary
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Unified EMC assurance case  

Compliance 
case

Confidence 
caseRisk case

Argues why CE 
marking is claimed 

(standards) 

Argues how risks due 
to EMD are managed 

and controlled

Argues how design 
confidence is increased 
ensuring EM resilience
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Thank you!
Comments or Questions?
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